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Abstract: With the progression of big data and cloud computing technologies, there has been an escalating trend in
cross-institutional data sharing and interaction within the financial sector. However, the frequent occurrence of
privacy breaches poses significant challenges to ensuring data security protection. This necessitates the elevation of
requirements for identity authentication across data centers and other technologies related to data security management.
The traditional centralized identity authentication schemes are inherently flawed in security and scalability, which
hampers their ability to meet the demands of high-frequency cross-center data sharing applications. The blockchain
technology has emerged as a potential solution, offering exceptional characteristics such as a distributed nature,
tamper-proof properties, traceability, and the ability to achieve multi-party consensus. In practical application
scenarios, it is essential to not only protect the privacy of user identities but also to effectively regulate anonymous
identities. An anonymous and supervisable cross-data center identity authentication scheme based on blockchain
was proposed. This scheme did not necessitate alterations to the original architecture of each data center. Instead, a
distributed multi-center consortium blockchain was formed by leveraging more than one server from each data
center to establish a data center union. Blockchain technology was utilized to ensure the transparency and reliability
of the identity authentication process. Additionally, attribute signatures were employed to safeguard user identity
privacy while simultaneously creating an identity mapping table that facilitated the tracking of real user identities.
Consequently, the scheme was designed to protect user privacy during cross-data center identity authentication and
to enable effective supervision over anonymous identities. A thorough security analysis and the results of
experiments demonstrate that the proposed scheme possesses the following attributes: it does not require users to re-
register, it exhibits characteristics of unforgeability and traceability, and it is capable of withstanding various

network attacks, including replay attacks, denial of service attacks, tampering attacks, and man-in-the-middle

¥10%

attacks.
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Figure 1 Cross-Datacenter identity authentication system model
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Figure 2 User registration process



55 2 3

PRI

FET DX YU 105 B o0 B A4 T AT B I T R

©53 .

A, IS apk, = g™ AE 9 FH 0 B JE VR 2
B, ¥4 { ask,, apk, } 18 i O %5 15 18 3R 1] 45 0 0E i
5545 AS.

(4) AS — User: { apk,, ask, }

WIE AR S5 25 AS B2 BE 25 JE MEALIG AA, 3% B 1)
B, BEMEAALE apk, MR ERHLE ask, K%
A, Hapk, B#ERAN.

(5) AS — Blockchain: { IdMap, }

WIIE R S5 28 AS AZE M - @52 H - & 4y
FriRuid, JEIE#H { apk,, ask, } () Sy B, IF
AARTERE B B .
3.3 BRIEFOCEMAEME

Hu oD, P U, m 3 oG D, Th i
F P U, 8 K85 H0HE o0 S IR B3R o (& 3 i
e RZ, HPU A U, RS O AE R
PR FIFEAZ IR AR AT, SR AGIE .

(1) U, — U,:{AuthRequest}

a0 D, FRIH U, R 0 D, R
P U, KSR K.

(2) U, — U,:{Nonce}

a0 D, P U RS R, 724E
—/MBENLE Nonce, K H AR LE EdE 0 D,

MU,

3 u,— UB:{asku,Nonce, T} — 0, P, (x)

40D, R UL WAL Nonce
G, SINERRS 2 AS FIAH B AL AA, JE[HE
AR Z I, HRIESHEE 0 Dy P
Up BRUMBEREBEEESNU={at,
att,, -, att, {E TS, 2OFEANIEE AASE
A ERGNES . BRI RRITR

O Tiell,t], AAEHRFENE €2,
WHER = g"

@Xt Tielt+Ln], AA, % B FE N ¢, ,

deZ, iTH:
e, = (att,, apk,, uid,, APK,) @)
Y, = apk,APK, (3
R, = g7, (€))

AA (e, d, apk,, R) BIEH AS.
@ASHKR, (i e[1,n]) REL U, U, IE:

T =R (5)
U, B T RIE S AR 5545 AS
@AS it
¢=H,(Nonce, T}, -, T,,uid,) (6)

G H £ (0.¢).(t+ 1e,.,).(ne,) HitEn -1

[AiFmRsRsAs, | [Hru,] [ Breds | Uire, ] [GAERZEfas, |
1 IERR M
2. Nonce
3. RGN
3 :|4. KiFNonce
SERIES )
B 6. FFERES Y
7. 868
jﬁ‘]ﬁéﬁ -
] =
] 0. BHGED
0 £ [
[waEdoD, | LD, |

K3 B g0 5 A AR

Figure 3 Cross-datacenter identity authentication process
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Figure 5 Certificate issuance judgment time of smart contract
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